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Tong quan gidi phap

Hb tro cac giao thic
theo tiéu chuan ITU
nhu ISUP, MAP,
CAMEL, SIP...

H5 trg tich hop véi
cac giao thuc
HTTP/APIL.

H5 trg kha ning tuy
bién luu db xtr 1y cude
goi.

Hb tro du phong 1+1
Ho tro danh sach dinh
tuyén.

Tinh ning cau hinh
chan loc theo cac tiéu
chi dinh nghia.

Danh sach chan loc
Whitelist/Blacklist.
Tinh ning sira ddi
thong tin s6 dién
thoai.

Tinh nang phan loai
luu lugng TDM va
VolIP.

Hb tro kha ning xir ly
SIP tag.

Hd tro nhiéu loai bao
cdo khéc nhau theo

yéu cau.

IA-SPOOF TECHSHEET

Gi6i thiéu giai phap IA-SPOOF
(Intelligent Anti-Spoofing SECaasS)

Giai phap IA-SPOOF da duoc trién khai thur nghiém thanh cong & mot )
nha mang Viét Nam nhim dap (mg yéu cau cia Bo TTTT vé viéc ngin
chin hién tugng gia mao sb dién thoai nguoi goi, gdy hoang mang cho cac

khach hang st dung dich vu vién thong cua cdc nha mang Viét Nam.

Giai phap sin sang tich hop v&i cidc mang vién thong, dap tmg cac giao
dién va giao thirc tiéu chuin cua ITU-T va IETF nhu céc b tiéu chudn ITU
Q.764 —Q.767, SCCP, TCAP, ISUP, MAP, SIP RFC 3261.

Co6 kha nang phan biét dugc cac sb dién thoai/thué bao sir dung dich vu
MNP va phan loai dugc thué bao ndi mang hodc ngoai mang dé cung cip
cac luat xt ly twong tng voi tung loai thué bao.

Cung cap giao dién két noi va c6 kha nang tuy bién vdi cac hé thong nghié¢p

vu IT theo yéu cau cua khach hang.

Hé thdng cung cap kha ning két ndi véi cac thanh phan khac nhau trong
mang 161 vién thong nhu: hé théng bao hiéu SS7 STP, hé théng HLR, hé
thong MNP, hé thong tong dai NGN, hé théng cong két ndi thoai IP qudc té
VoIP SBC, hé théng céng GMSC/MSS, hé théng giam sat tap trung, hé
thong béo céo tap trung, hé thong luu trit cude CDR tép trung...

Giai phép c6 thé trién khai trén nhiéu loai phan cimg may chu ciia cac hing
khac nhau nhu HP, Dell, IBM ... Ngoai ra hd trg trién khai trén cic nén
tang 40 héa sin c6 clia khach hang nhu VMware, KVM ...

Giao dién quan tri d6 hoa truc quan d& dang trong viéc van hanh khai thac
v6i ngudi quan tri hé thong.

Sén sang tich hop véi cac ngudn dir liu tir cac hé théng khac nhim ting
cuong kha ning phan tich, thong ké va bao cdo cung cap cong cu truc quan
cho ngudi quan tri van hanh, giam sat hé thong.

Cung cip nhiéu cong cu truy van, tra ciru cac thong tin vé hé thong, luu

lugng, thong tin cac cudc goi va thué bao.
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Tong quan gidi phap

Giai phap IA-SPOOF nhim ngin chin trudc cic cude goi quic té chidu vé
c6 hanh vi gid mao sb dién thoai cia nguoi goi (nguén Xuét phét cudc goi)
dugc trién khai hudng két ndi v6i cong qudc té - ngudn xuat phét chinh cac
cudc goi gia mao. Hé thdng thyc hién giam sat, phat hién va ngin chan/hay
cac cudc goi gid mao:

e Céc cudc goi tir qudc té vé mang vién thong nhan cudc goi ¢b sb

chii goi thudc mang vién thong ctia doanh nghiép.
e (Cac cudc goi tu quéc té vé mang vién thong nhan cudc goi co )

chti goi thudc mang vién thong ctia doanh nghiép khac.

Hé théng duoc dat tai
cong két ndi qubc té, 1a
diém tiép nhan luu luong
cudc goi & cac hudng
qudc t& vé trude khi vao TA-SPOOF
mang trong nudc. Chuc
ning chinh cia hé théng
la gidm sat va thyc hién
chan/hiy cudc goi trudc
khi két nbi téi mang di
dong.

A-Number
Check

International
Carrier

International
GW

Hé théng dugc thiét ké doc 1ap chirc nang xtr 1y bao hiéu va xir Iy luu lugng
thoai, cho phép tury bién khi tich hop mang c6 thé thuc hién mét trong hai
churc nang hodc ca hai chirc nang.

Hé théng hd tro ddy du cac giao thirc bio hiéu nhu SS7 qua Sigtran, SIP
qua mang IP, nhan va xir Iy cac ban tin trén cac két n6i TDM hoic VolP.
Hé thong thiét 1ap cac co ché chan loc, chuyén tiép bao hiéu khong lam
thay d6i cac théng s trong ban tin bao hiéu (SIP hoic ISUP).
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Tong quan gidi phap

He¢ thdng IA-SPOOF két nbi véi cac thanh phéan:
o Kétnbi véi STP dé két ndi voi mang bao hi¢u SS7
e Két ndi v6i SBC hoidc NGN dé nhan ban tin bao hiéu
e Két ndi véi API GW dé nhan thong tin truy van tir cac co sé dit lidu
khac

e K&t ndi voi MNP dé phan loai thué bao ndi mang hoic ngoai mang

e Kétndi vai hé thdng luu cudc tap trung

0&M % Reporting
>

External International
Repository Carrier
Statistics CDR/EDRs —

ISUP Interface

: Message
Loggin
gging Processing HTTP/API
Location Whitelist Peering
Update /Blacklist Informations HTTR/API
Network interface (MAP) W
GSM-MAP on SIGTRAN....- i i Other
MNO

STP/MNP
GSM network

MSCIVLR

e Két ndi gian tiép véi NGN va GMSC dé tiép nhan va xir ly
chan/huy ban tin bao hi¢u
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Kién tric phin mém

Phin mém IA-SPOOF duoc thiét ké gdm cac module dé dang nang cip sta
d6i hodc thay thé timg Module.

e L&p Network Layer cung cdp cac giao tiép voi mang vién thong
nhu ISUP, MAP, SIP, HTTP/APIL.

e Ldp Service Layer cung cép cac tinh ning dich vu nhu dinh tuyén
(Routing), phén tich gidm sat ban tin (Screening), cdp nhat vi tri
thué bao chuyén ving (Location Update),vv...

e Lp Application cung cp cac tinh ning cho ngudi quan tri hé thong
nhu thue hién cac diéu kién chdn/hiy cudc goi gid mao, kiém tra
giam sat cac cudc goi gian lan, cung cap co ché phong chéng
STIR/SHAKEN, chuc ning tong hop thdng ké bao cdo, chirc ning
cung cdp cong cu Troubleshooting nhu tim kiém kiém tra cac sy
kién, thong tin cudc goi trén hé théng.

Anti Fraud

Srmafiing Management STIR/SHAKEN Reporting Application layer

Routing Screening Location Storage Service layer

HTTP/API Network layer
. . g ¢ X
-~ GSM-MAP VolP IP core TDM Carrier

Phan mém hd trg kha nang trién khai trén dong thdi nhiéu phan ving va

quan tri, gidm sat va bao céo tap trung tai mot phan vung trung tam.

IA-SPOOF TECHSHEET
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Kién tric phin mém

Tinh ning xir ly gia mao cudc goi:

e Ung dung xir Iy gia mao cudc goi phat hién, va kiém tra cac cudc
g0i ¢ s6 dién thoai trong nudc chuyén ving ra nudc ngoai c¢6 dung
xudt phat tir thué bao hop 18 hay khong.

e Hé thdng cung cép chirc ning tim kiém, truy van thong tin phat hién
gia mao tir nhiéu ngudn

e Tuy bién kiém tra gid mao cudc goi theo nhiéu phwong thirc khac
nhau.

Check

STP ( IA-SPOOF A-Number
/
/

2L
Ménitoy/
/ /
/

/| amSsc/

GW Toll
International / 0
Carrier

e Thong ké va gidm sat cac so dién thoai wu tién kiém tra gia mao.

e Ché do theo ddi gia mao.
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Kién tric phin mém

Tinh néng xac thue cudc goi STIR va SHAKEN:

Giai phap xé&c thuc cudc goi (Authentication) st dung bd thu tuc
STIR/SHAKEN (qua nghién ctru hién c6 My va Canada d3 trién khai, Anh
va Na Uy dang nghién ciru dé trién khai):

e STIR (Secure Telephony Identity Revisited) 1a tiéu chuan dugc
IETF dé xac thuc ID nguoi goi. STIR hoat dong bang cach thém ma
khoa riéng vao thong tin Giao thirc khdi tao phién dugce st dung dé
bét dau va dinh tuyén cac cudc goi trong cac hé thong VOIP. Sau
do, mang khoi tao (mang A) dinh kém ma khoa riéng ciia mang
minh dugc mi hoa vao tiéu dé SIP v6i danh tinh ctia ngudi goi (ID
ngudi goi). Mang két cudi (mang B) kiém tra tinh chinh xac cia

cude goi bang cach st dung khoa cong khai ciia mang A (lay tir

CSDL khoa cong cong) két hop véi Ma khoa riéng ciia mang A

Verification
service

0|0

(gidi ma STIR).

Authentication
service

Originating Terminating
e—andl telephone service telephone service Eemy—ammd
@ provider provider

Calling party Called party
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Kién tric phin mém

e Dbi v6i cac hé thdng khong VOIP, nhu dién thoai di dong va dién
thoai ¢6 dinh, thong tin dinh tuyén cudc goi béng bao hiéu sb 7
(SS#7) . Trong trudng hop nay, sé khong thé st dung tiéu chuan
STIR ma phai st dung thu tuc SHAKEN (Signature-based Handling
of Asserted information using toKENs). SHAKEN hoat dong theo
nguyén tic nhu sau: Mang khdi tao cudc goi (Mang A) mi hoa
(PASSporT) mao dau SIP Identity header bang khoa cong khai cta
mang bi goi va giri mao diu nay theo dudng riéng trén Internet (out-
of-band) t61 dich vu dinh vi cudc goi CPS cua mang bi goi; Cudc
goi thi dugc dinh tuyén trén mang dién thoai nhu binh thuong (Viéc
cudc goi dugc dinh tuyén qua mang SIP hodc mang TDM hay mang
hon hop déu thuc hién duoc); Khi mang bi goi nhan duoc cudc goi
s& gui thong tin dén dich vu xdc minh VS, dich vu VS dung khoa
riéng ctia mang A dé kiém tra, so sanh mao dau SIP Identity header
thu dugc tir CPS cua mang A voi s6 chu g01; Néu sd chu goi trong
SIP Identity header khép voi s6 chii goi nhan duoc thi két ndi dén

sO bi goi..

Certificate
repository

Call Placement Service
Identity |dentity
token token

Authentication
service

Verification
service

Originating
bd  telephone service
provider

Terminating

Telephone
—
network

provider

Calling party Called party
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Kién tric phin mém

Tinh ning ngin chan spam cudc goi:

Heé thong phan tich ban tin bao hiéu va CDR cac cudc goi nham phan tich

va phat hién cac hanh vi sau:

e Phat hién hanh vi dot bién luu lugng dén hudng cudc cao (gian lan
IRSF International Revenue Share Fraud).

e Phat hién hanh vi spam cudc goi.

e Phat hién hanh vi goi mdi (Wangiri).

e Phat hién hanh vi hack tong dai (PBX hacking).

e Phat hién hanh vi gian lan sir dung 16 hong lap trinh tong dai cong
qudc t& (manipulated B-numbers).

e QGui canh bdo cac cudc goi co6 hanh vi gian l14n khi dat ngudng va
cho phép tuy chon thyc hién tam khoéa cac cudc goi nay.

e H¢ théng ung dung Al trong viéc nhan dang, diéu chinh nguong
canh bao cin cir ngudn luu lugng thyc té

Tong sfcudc = « = 58cudc khoa

e  Phat hién cac hinh thuc gian l1an, spam ngoai hinh thirc st dung

simbox.
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Kién tric phin mém

Tinh ning phan tin trén nhiéu Site:
Heé théng c6 kha niang phan tan xir Iy cac ban tin bao hiéu hodc luu lugng
thoai trén dong thoi nhiéu Site va dong bg dir lidu v6i nhau:

e Phan tan cac b xtr 1y ban tin (hoac luu lugng).

e (Cac bo luat loc/chan dong bd vdi nhau trén cac Site.

e Cau hinh thng nhét tap trung.

STP,
s

%
pd
International International
Carrier ‘ GW

Central

National
Carrier

International
Carrier

e Cac Site hd tro cau hinh du phong tai chd.
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Kién tric phin mém

Co ché du phong Failed Over:

H¢ thong c6 kha nang tich hop v6i cac thanh phan ciia mang 18i dam bao
kha ndng du phong khong gian doan dich vu:

e He thdng tich hop vao mang dong vai trd nhu mot Node mang dam
bao cac co ché nhan biét trang thai cua Node.

e Khi hé thong IA-SPOOF xéy ra 13i thi cic ban tin s& dugc tiép tuc
dinh tuyén dén hé théng dich va bo qua Node mang IA-SPOOF.

International
Carrier

e Dich vu van duoc duy tri va ty dong dinh tuyén khi hé théng IA-
SPOOF c¢6 16i.

e Heé thong cung cdp co ché giam sat khi khong c6 luu lugng hodc ty
1¢ 16i (KPT) suy giam.
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Tinh ning xit Iy cudc goi

H¢ théng IA-SPOOF hd trg tity bién luu dd xir 1y cudc goi va cac tinh ning kiém tra thong tin sb thué
bao trong cudc goi.

So @6 mau mo ta luu do xir 1y cude goi nhu sau:

Message Processor

Home
SRI/ATI

Request

MNP
Check #A

Incoming Call Monitoring >—1—#»

API invoke Call Drop
SRI Request

> Outgoing Call

Khéi xir Iy cudc goi Messages Processor hd trg dong thdi nhidu kich ban xtr 1y cudc goi khac nhau cho
phép thiét 1ap cac tuy bién.

H¢ thong cung cip chirc ning bypass giam sat cudc cho phép mé khong thyc hién chin/huy toan bo
cudc goi dén (hé thong & ché do giam sat).
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Tinh ning xi Ij cudc goi

He¢ thong IA-SPOOF h trg tity bién luu do xir 1y cudc goi va cac tinh niang kiém tra thong tin s6 thué
bao trong cudc goi.

So d6 mau mo ta ludng cude goi:

— SRI/ATI

. Routing Rules Whitelist/ Location
Incoming Call » (Prefix, length) » Blacklist DB P Check#A €%
— |HTTP/API
Compare Location
. Routing . ] DB
Outgoing - Response - .. —— International
Decision .

Direction

Release Forward
Setup Call Setup Call

Céc tinh nang xtr ly cudc goi co ban:

e Chuc nang xtr ly dinh tuyén: quy dinh, tiéu chuén hoéa dinh dang céc sb dién thoai chu goi, bi
goi theo tiéu chuén cta Viét Nam (c6 quy dinh dau sb va do dai sé).
e Chirc nang xir Iy theo danh sach cho phép/han ché (Whitelist/Blacklist) quy dinh cac thué bao
cAm hodc uu tién.
e Chuc ning kiém tra dia chi cua thué bao twong tng voi sd chii goi (4p dung véi cac cude goi di
dong). Chirc ning nay hd trg ddng thoi nhidu co ché khac nhau:
o Co ché sir dung cac ban tin SRI/ATI truy van HLR (hodc MNP trén hé thong STP).
o Co ché sir dung cac truy van dang HTTP/API (hoic Rest API) tdi cac hé théng Doanh
nghi¢p khéc (hodc nghiép vu khac).
o Co ché str dung co s& dir liéu luu thong tin tam céc thué bao chuyén ving quéc té
Outbound Roaming.
e Chuc ning quyét dinh dinh tuyén cudc goi: thuc hién chirc ning chin/hiy cudc goi dwa trén chi
thi phan hoi/tra 16i ban tin bao hiéu giai phong cudc goi hodc chuyén tiép ban tin khoi tao cudc
goi nhan duoc.
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Tinh ning xi Ij cudc goi

Heé thong IA-SPOOF h trg tinh ning nhan trigger cudc goi tir cac hé thong GMSC/MSS thong qua
CAMEL.

So d6 mo ta luong cude goi:

GW
International 5/[ i
Carrier : P A

7~
| CAMEL Trigger
STP *

N IA-SPOOF

Céc tinh nang xwr ly trigger co ban:
e Cung cép céc luit chin dinh nghia theo cac tham sé: IMSI, MSISDN, VLR ....
e Nhan xtr ly va phan tich céc ban tin CAMEL IDP.
e Cho phép dinh nghia, khai bao bét ky cd dich vu nio trén HLR.
e Kiém tra, x4c thuc cac thué bao roaming khi thuc hién cudc goi.

e Xu ly cac cudc goi MT.
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Tinh cwoe tra trivd'c

Heé thdng IA-SPOOF h trg tinh ning tinh cudc tra trude cho VoIP.

Két ndi véi mang VolIP quoc té:

IA-SPOOF

International
GW

International
Carrier

Céc tinh nang xir Iy thong ké va tinh cude tra trude:

e Cung cép cac luat giam sat cac trung ké VoIP két nbi qudc té.

e Nhan xur ly va phan tich cac ban tin SIP tag.

e Dinh nghia cic ddi tac két ndi quoc té.

e Doc va phan tich CDR tir h¢ thong SBC.

e Xt Iy cac cudc goi MT quéc té vé (tinh cude tra trudc cho trung ké).

e Dinh nghia cac mirc gia cudc theo tirng dau so.
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Xit I truy van

Hé théng IA-SPOOF cung cap nhiéu co ché truy van khac nhau thong qua nhiéu giao dién két ndi véi
cac thanh phan ctia mang vién thong.

Message Processor

HLR
Signalling Processor .

API GW Other Mobile
Operator
01: thound International
oamer
Network

Céc co ché xir 1y truy van c¢6 thé dugc cdu hinh chon Iya hodc két hgp dong thoi nhidu co ché truy van
khac nhau tuong tmg véi céc loai luu luong khac nhau:

e Truy van dén CSDL HLR (théng tin cac thué bao ndi mang).
e Truy van dén CSDL MNP (thong tin cac thué bao stir dung dich vu MNP):
o Cac thué bao Non-Port
o Cac thué bao Port-In
o Cac thué bao Port-Out
e Truy van dén CSDL thué bao chuyén ving quéc té Outbound Roamer DB. Hé thong c6 kha
ning cap nhat trang thai cac thué bao chuyén ving quéc té Outbound Roamer.

e Truy van dén cong API GW dé thu thap thong tin ctia cac thué bao ngoai mang.

He¢ théng IA-SPOOF cung cép viéc quan 1y cac thong sd vé do tré tra 1oi trén timg loai truy van khac
nhau dam bao d6 tré xir 1y cudc goi.
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Hé thong béoe cdo

Hé théng quan tri va bao cdo tap trung IA-SPOOF dam béao cu hinh cac bd xir 1y chin/loc ddng bo véi

nhau trén toan bo hé théng.

Email Web(ZUT CsY NTP
= X OAM a ~
S Alert Yy OAM o e

H‘"\x\,xm L __-"r _I_.'Iﬂ]'t .-..___."'T.'hnl‘ S"r'ﬂl:

(=) =)

H¢ thong quan tri cung cap giao dién cac chirc ndng quan tri va giao ti€p voi cac chirc ndng cua nguoi

quan tri:
e Gui email canh béo cho nguodi quan tri
e Giao dién Web GUI cho nguoi quan tri khai bao c4u hinh, quan ly, gidm sat dich vu
e Giao tiép vi hé thong bao cdo tap trung, upload va download cac file KPI bao cio dang CSV
e Dong bo voi hé théng ddng hdo NTP
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Hé thong bio cdo

Giao dién bao cdo dua trén cong nghé Grafana cho phép truy vén, hién thi, canh béo va giup ngudi sir

dung hiéu metric dit liéu.

-..|||I,J.|.I||-L‘u I '... | ‘l ‘

Giai phap cung cap mot sd bao cdo tiéu chudn, ngoai ra nguoi dung co6 thé ty dinh nghia thém céc bao
cdo theo thuc té str dung:

e Mau bdo cdo theo quy dinh chung nhu: két qua ngan chin cudc goi c6 sd chu goi khong dang
cAu trac, két qua ngan chdn cudc goi c6 ma dich vu quéc té khong thoa thudn hop tac voi nha
mang, két qua ngan chan cudc goi gia mao sb dién thoai di dong cta nha mang.

e Béo cdo vé do tré trung binh xir 1y cudc goi

e Bao cdo san lugng VoIP va TDM qudc té vé

e Bdo cdo ty 1€ chan lgc trén ting loai luu lugng VolIP va TDM

e Bdo cdo ty 1€ chan lgc trén tung ddi tac quéc té VoIP

e Bao cdo ty 1& chan loc trén timg ddi tac qubc t& TDM

e bdo cio Top cac dbi tac vi pham nhiéu nhat trong cac doi tac két ndi qudc té

e Bio céo biéu dd xu thé (trend) cac vi pham cua cac ddi tac

e Hé thdng c6 kha ning dat ngudng giam sat cac chi tidu: do tré trung binh, ty 18 chin loc
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Cic tiéu chuén va tinh ning

Tuén thii cic giao thirc vién thong:

H5 trg giao thire SIP with RFC 3261.

Ho tro giao thic SS7 ITU-T standard
Q.764 - Q.767, SCCP, TCAP, ISUP, MAP
Hb trg MNP.

Hb tro giao thire HTTP/API.

Tinh ning bao mat:

Giao dién quan tri qua giao thuc bdo mat
HTTPS.

Phén quyén chirc ning ngudi sir dung.
Cung cép log tac dong nguoi ding.

Cénh bao User truy cap sai nhiéu lan.

Théng ké IP truy cip vao hé thong.

Tinh nang quan tri:

Gidm sat trang thai hoat dong cua hé
théng: CPU, memory, HDD usage ...
Giam sat trang thai hoat dong cua dich vu:
céc tién trinh, module, giao dién két ndi.
Giam sat luu luong xtr 1y trén hé thong.
Giam sat cac két néi: bao hiéu SS7, HTTP
API (bao gdm ca Rest API).

Quan 1y ciu hinh hé thdng: cac bang xir 1y
s6, cac tham s6 thoi gian, cac bang ma 16i

Quén 1y cac két ndi v6i cac hé thong lam
giau dir liéu bén ngoai khac.

Quan Iy sao luu va khoi phuc cau hinh.
Quan 1y log, trace log trén cac cong API
két ndi DNVTK.

Tinh nang chan lgc:

Cung cép danh sach chan loc
Whitelist/Blacklist (diu sb hodc sb thué
bao).

Cung cip danh sach thué bao VIP.

Cung cap danh sach dia chi cia cac dbi tac
qudc t& TDM hoic VolP.

Cung cip bd Rule xir Iy sé dién thoai dich
(sir dung cho dinh tuyén).

Tuy bién xtr Iy Iuu do cude goi (Call Flow
customization).

Tuy bién diéu chinh cac ngudng thoi gian:
cho tra 101 truy van, thoi gian chd xir 1y
(bypass)...

Phat hién cac cudc goi gia mao theo céc
hudng két ndi, ddi tac (khi tich hop thém
cac ngudn dir liéu thong tin d6i tac).

Phan biét dugc cac dia chi Node mang.
Cung cap chic ning xtr 1y bao hiéu SIP,
ISUP.

Thiét 1ap cac ma 13i tra vé ban tin bao hiéu
Cung cip chtic ning truy véan thong tin bi
tri cac thué bao: MAP SRI, MAP ATI,
HTTP API (bao gdbm Rest API) ...

Cung cap chtic ning truy van thong tin
thué bao MNP: MAP SRI, HTTP API (bao
goém Rest API)...

C6 kha nang xtr 1y luu lugng thoai.

Xu ly SIP tag.

Tich hop hé thong gidm sat bao hiéu tap
trung.
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Cac tiéu chuan va tinh nang

Tinh ning chin lgc niang cao:

e Thiét lap tham s thoi gian giam sat cac
cudc goi Retry va sé lan Retry.

e Thiét 1ap tham sd thoi gian khoa tam thoi
cac cudc goi Retry.

e Bat va Tit dém (Cache) ddi vé6i cac ban tin
tra 101 truy véan thong tin thué bao (HLR
Response).

e Thiét lap tham sd thoi gian dém (Cache)
cac ban tin tra 16i truy van thong tin thué
bao (HLR Response).
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Cic tiéu chuén va tinh ning

2. 5 o AT

Tinh nang bao cao:

Hé théng cung cdp cac miu bao cio khac
nhau: Giai phap phai hd trg cac bao cao
hang ngay, hang tuan, hang thang va cac
bao céo theo khung thoi gian cdu hinh boi
nguoi quan tri.

Céc thong tin vé do tré trung binh cia timg
chidng va toan trinh, ndéi mang va ngoai
mang: nhan va tra 161 ban tin cua mang,
nhan va tra 101 ban tin truy van thong tin.
Céc thong tin cudc goi vé sb chu goi, sb bi
goi, trang thai xu ly (Cho phép/Chan),
thudc danh sach Whitelist/Blacklist, d§ dai
s6 chu goi, ma 15i tra cho thiét bi mang ...
Cung cap giao dién ngudi dung d6 hoa dé
hién thi biéu dd va dit liéu va cho tat c4 céc
bédo céo: Cac loai biéu dd: Biéu dd cot
(Graph), biéu dd thanh (Bar), biéu do
Gauge, biéu do tron (Pie), biéu dd nhiét
(heatmap) ... cho phép két xuét cac bao cao
dang csv.

Ty 18 chin loc trén ting hudng két nbdi
(tich hop voi hé théng thu thap thong tin
dbi tac cia VNPT). Ty 1& chin loc theo
tung dau s6 chu goi, bi goi, theo nha mang.
Top cac dbi tac vi pham nhiéu nhat.

Biéu do xu thé vi pham cua cac d6i tac
(tich hop véi hé théng thu thap thong tin
dbi tac cia VNPT).

Cong cu tra ciru thong tin

Giam sat luu lugng

Tuy bién cdu hinh cic miu bao céo theo
dinh dang JSON dé dang sao chép
(duplicate), stra d6i (edit) dé tuy bién cac
mau bao cio c6 san.

Import/Export cac mau bao céo theo yéu
ciu cua nguoi sir dung.

HO tro két nbi, tich hop nhiéu loai CSDL
khac nhau: MySQL, Microsoft SQL,
PostgreSQL, InfluxDB, Elasticsearch ...
Tuy bién cac loai bao cdo khac nhau: tan
suat cac cudc goi spam, cudc goi gian lan,
ty 1¢ chan loc timg hudéng két ndi
SS7/TDM...

Cung cap cong cu tra ciru cac thong tin
cudc goi: s6 chu goi, sb bi goi, thoi gian,
hodc thong tin d6i tac két ndi (néu co) ...
khong han ché.

Két xuit cic két qua truy van, tra ciu
thong tin cudc goi ra cac file dir liéu (dang

json).

Dit ngudng giam sat cac chi tiéu: do tré
trung binh, ty 1€ chan loc.

Canh bao gidm sat thong qua Dashboard
(hodc email néu c6) cac bao cao théng ké.
Canh bao 15i hé théng qua email.

Gidm sat bao hi¢u, tai xt ly theo cac
ngudng dat trudce.
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